VPN Remote
Access Guide

Instructions
(Windows 7 & Mac)

brewster

Associates

VPN Type: PPTP

Server Address: vpn.wide.net.au
Username: loginname@brewsterwalsh
Password: As given to you.



Windows Instructions:

Please note, these instructions are taken on Windows 7, but the same thing applies with

Windows 8, but the screens may differ slightly.

1)

Click Start, and go to Control Panel.

2)

Make sure, you are on Small Icon view, from the top right hand corner in blue.

< | 42 [l search Controt Panel

Adjust your computer’s settings

¥ Action Center

& Backup and Restore

2 Date and Time

&2k Device Manager

D) Ease of Access Center
IA Fonts

& Indexing Options

[£] Jave 32-bit)

P Mail (32-bit)

O3 Notification Area Icons

1 Phone and Modem

@ QuickTime (32-bit)

# Region and Language
& Speech Recognition

| Taskbar and Start Menu

&, \Windows Anytime Upgrade
B Windows Firewall

Administrative Tools
B Color Management

@ Default Programs

2y Devices and Printers

Flash Player (32-bit)

& Getting Started

B Intel(R) Graphics and Media

&2 Keyboard

F Mouse

B Performance Information and Tools
2 Power Optians

B Realtek HD Audio Manager

3 RemoteApp and Desktop Connections
@) Sync Center

Troubleshooting

B Windows CardSpace

] Windows Update

View by:

3 AutoPlay
Credential Manager
&Y Desktop Gadgets
= Display
Folder Optians
% HomeGroup
€ Internet Options
I8 Location and Other Sensors
5 Network and Sharing Center
B perconalization
Programs and Features
& Recovery
% Sound
18 System
82, User Accounts
Bl Windows Defender

3)

Select Network and Sharing Centre

Search Control Panel

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Seealsa
HomeGroup
Internct Options

Windows Firewall

w
&
=

A
BWPORTO1
(This computer)

e

View your active networks

o

Change your networking settings

il

brewsterwalsh.local
Domain network

Set up a new connection or netwark

Set up a wireless, broadband, dial-up, 2d hoc, or VPN connection; or set up a router or access point.

Connect to a network

Choose hemegroup and sharing options

Troubleshoat problems

brewsterwalsh.local

View your basic network information and set up connections

Internet

Connect or disconnect

Accesstype:  Internet

Connections: I Local Area Connection

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection

Access files and printers located on other network computers, of change sharing settings.

Diagnese and repair network problems, or get troubleshooting information.

Select Setup a New Connection or Network.

Small icons ~

See full map




nnection tothe Intern

"4 Setup a new network
-« Configure a new router or access point.

Connect to a workplace
Set up a dial-up or VPN cennection to your workplace,

Q Setup a dial-up connection
Connect to the Internet using a dial-up connection.

Do you want to use a connection that you already have?

@ Mo, create a new connection

) Yes, I'll choose an existing connection

WAN Miniport (IKEw2)

. Test VPN
WAN Miniport (IKEv2)

B . Brewsterwalsh

Choose No, Create a New Connection of Prompted.



How do you want to connect?

< Use my Internet connection (\VPN)
Connect using a virtual private network (VPN) connection through the Internet,

@ »

- Dial directly

Connect directly to a phone number without going through the Internet.

N B

What is a VPN connection?

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: vpn.widenetau

Destination name: Brewster Walsh & Associates

Use a smart card

'@' Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

[#1Don't connect now: just set it up so 1 can connect later

Enter the Internet address vpn.wide.net.au and give the Connection a Name.
Tick Don’t connect now, and click on Next.



Type your user name and password

User name: username@brewsterwalsh

Paszword: sesesRsRORe

Show characters

Domain (opticnal):

Enter your Username and Password Given to you, and click Remember Password.
Leave Domain Blank.
Click Create.

9)

The connection is ready to use

A

< Connect now

Click Close.



10)

%% » Control Panel » All Control Panelltems b Metwork and Sharing Center v | 43 [l Search Control Panel R
’ = :
Control Panel Home: . . ) . . 8
View your basic network information and set up connections
Change adapter settings &&3 - I}' = 0 See full map
Ch: dvanced sharir
S BWPORTOL brewsterwalsh.local Intemet
(This computer)
View your active networks Connect or disconnect
[’ brewsterwalsh.local Accesstype:  Internet
b Domain network Connections: [ Local Area Connection
Change your networking settings
E. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,
g Connectto s netnork
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
@ Chossz homegroup and shering satiens
Access files and printers located on other network computers, or change sharing settings.
S [ Troubleshoot problems
HomeGroup Diagnose and repair network problems, or get troubleshooting information.
Internet Options
Windouws Firewall

Click Change Adaptor Settings

11)

’i.'\ ﬂ =| £ » Control Panel » Network and Intemnet + Network Connections »
Organize ~ i ~ [ 0

‘: Brewster Walsh 8 Associates L" Grangeburn ghl Local Area Connection
o= pm Disconnected — "'-_” Disconnected > _ brewsterwalsh.local
&3 WAN Miniport (IKEv2) &7 WAN Miniport (PPTP) .{;{9’ Realtek PCle GBE Family Controller
- Local Area Connection 4 - Manse VPN ™ VirtualBox Host-Only Metwork
‘-L's Disabled L-..E- Disconnected .-‘."- Disabled
# Cisco Systerns VPN Adapter for 6., @7 WAN Miniport (PPTP) G VittualBox Host-Only Ethernet Ad...

Right Click on the Connection in the Window, and Select Properties.

(p— T T =
5 Brewster Walsh & Associates Properties ==, fj e Ve
|

)] Genere! | Options | Securty | Networking | Sharing Genera | Ogtions| Secuy | Hetwaing | Shating]

Host name or IP address of destination {such as microsoft.com or | Type of VPN

157.54.0.1 or He1234:1111) [FonioFmT Protocal (PPTF) ']

Advanced settings |
i e Data encryption: i S
e {Haqummny;ﬂmn (disconnect if server declines) v]
Windows can first connect to a public network, such as the
Intemet, before trying to establish this virtual connection. Authentication

() Use Exensible Authertication Protocol (EAF)

[7] Dial ariother connection first -|

(@ Mlow these protocols

[ Unencrypted password (PAF)
Challenge Handshake Authertication Protocal (CHAP)
Wicrosoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password (and domain, f any)

See our online privacy statement for data collection and use
information

Now Click the Security Tab and Select PPTP from the Drop down and click OK.



Now, while you still have the Window Open after clicking OK.

Drag the Brewster Walsh & Associates connection to your desktop, to make a shortcut.
Resize the Window if needed.

12)

Open Remote Desktop from the Start Menu.

%3 Remote Desktop Connection

| Remote Desktop
»¢) Connection

Computer; Example: computerfabriam.com -

Username: MNone specified

The computer name field is blank. Enter a full remote computer
name.

> Show Options [ Connect ]I Help ]

Click Show Options.

13)

= .
& Remote Desktop Connection

| Remote Desktop
»¢ Connection

General | Cisplay I Local Resources | Programs | Experience I Advanced

Logon settings
E..w—hl Enter the name of the remote computer.
]

Computer: 10.10.2:40 -
User name: BF{EWSTEHWALS H‘usemarne

You will be asked for credentials when you connect.

[ Allow me to save credentials

Connection settings
Save the cument connection settings to an ROP file or open a
, saved connection.

| Save | | Save As.. J | COpen... I

(& Hide Options [ Copnect ]| Help |




Under Computer, type 10.10.2.40 for Portland Remote and 10.10.3.30 for Hamilton Remote.
(Note, you can do this Step twice, to create Connections to Portland & Hamilton Remove
Servers).

Under username, type BREWSTERWALSH\username where your username is e.g dbrewster.
Click Save AS.

14)

v rots <[4 seenrens

Organize =

f a &

| 4 .7 Favorites i_ Leskap
0 Shortcut
& Downloads = = 445 bytes

"l Recent Places
BE Desktop

Downloads
Shortcut
860 bytes

I = Libraries

48 Computer
» & 05 ()
by HP_RECOVERY (D)

File name: Default.rdp

Save as type: | Remote Desktop Files (*.RDP)

'* Hide Folders

Click Desktop, and give the Connection a Name.
Then Click Save.

15)
Using the Connection.

Firstly, double click and Click on Connect on the VPN Connection you have created.

User name: pwright @brewsterwalsh

Password: ssesssnass

Domain: |

Save this user name and password forthe following users:

@ Me only
&l Anyone who uses this computer

[[Commeet || Cancal ][ Propetes | [ b |




Once the Connection is Open.
Click the Shortcut for Remote Desktop on your Desktop for Portland & Hamilton Remote.

Login with your normal password, remembering your username is
BREWSTERWALSH\username.

When finished Click Log Off.

IMPORTANT NOTE

Once you are finished, double click the Brewster Walsh VPN Connection and click
Disconnect.

i =
= Brewster Walsh & Associates Status. lﬂ
General I Details |
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo network: access
Media State: Connected
Duration: 00:00:11

| |
b | activity
Sent _‘_hg'__l__l Received
Bytes: 12,044 10,087
Compression: 0 % 0 %
Errors: 0 o
| Properties | | Disconnect | | Diagnose I
Brewster |
Walsh [ gose |
i v

Click Disconnect.

If you do not, your Internet Traffic will be routed through our network, and will slow
things down.



Mac Instructions:
1)

Go to System Preferences

2 o)) (%) Sun2:24pm Paul Wright Q

Macintosh HD

=

‘SﬂlﬂFlleEngMHlsto'yBoohmmwmdedp

System Preferences

EEETT L Lo

2)

Click on Network.
2 o)) (%) Sun2:25pm Paul Wright Q =

Macintosh HD

P — - g @

@ o

General _Desktop & Mission  Language  Security  Spotight Notifications a
Screen Saver Control & Region & Privacy

Displays Keyboard Trackpad  Printers & Sound
Scanners

¥

@ System Preferences Edit View Window Help

System Preferences Q

» @ v @ 0 =

Internet Extensions Network Bluetooth Sharing
Accounts

® © ¥ & kB © ©

=)
Parental  AppStore  Dictation Date &Time  Startup Time  Accessibility
Controls & Speech Disk Machine

A @

Flash Player  Flip4Mac
WMV

ADEV09alBRO®



3)

@ System Preferences Edit View Window Help ¢ 2= o)) (¥} Sun2:26pm Paul Wright Q =

]

Macintosh HD

Network

Select the interface and enter a name for the new service.

Interface: VPN B a
VPN Type: PPTP B [fon
2ish and has
Service Name: | VPN (PPTP) ] BOOTCAMP

Cance -

join new n
Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.
' 2015-0...5.23 pm

Show Wi-Fi status in menu bar Advanced... | ?

Assist me...

Click the Plus Icon in the bottom left corner, and then select VPN from the drop down, followed by
PPTP, give the Connection a Name and Click on Create.
4)

@& System Preferences Edit View Window Help ¥ 2 o)) (%) Sun2:27pm Paul Wright Q =

]

Macintosh HD

Network

Location: Automatic

Status: Not Configured I

BOOTCAMP
Configuration: | Defauit

Server Address: vpn.wide.net.au

Account Name: | username@brewsterwalsh| ]

Encryption: Automatic (128 bit or 40 bit) B
Authentication Settings...

Connect

Show VPN status in menu bar Advanced... 2

Assist me... Revert Apply

M0 AE20oaRROON

Input the server name as vpn.wide.net.au

Input your username, username@brewsterwalsh
Click on the Show VPN Status in Menu Bar Tick Box
Click on Authentication Settings.



5)

@& System Preferences Edit View Window Help

Network

2 ) (%) Sun2:28pm Paul Wright Q

User Authentication:

O Passwora:

RSA SecurlD
) Certificate

Kerberos

CryptoCard

carcel | (N

Account Name: | username@brewsterwalsh

Encryption:

Show VPN status in menu bar

Automatic (128 bit or 40 bit)
Authentication Settings...

Connect

Advanced...

Assist me... Revert Apply

NOoaBROO

Type your VPN Password and Click OK.
& System Preferences Edit View Window Help

Network

Location: ~ Automatic

Status:

Configuration:
Server Address:
Account Name:

Encryption:

Show VPN status in menu bar

]

Macintosh HD

=N

BOOTCAMP

2015-0...7.17 pm

2 ) () Sun2:29pm Paul Wright Q

Not Configured

Default

vpn.wide.net.au

pwright@brewsterwalsh

Automatic (128 bit or 40 bit)
Authentication Settings...

Connect

Advanced...

Assist me...

"D oaRROOM

Click Apply and close the Window off.

]

Macintosh HD

=N

BOOTCAMP




6)

Open up Remote Desktop.

® Word File Edit View Insert Format Font Tools Table Window & Help £ 2= o)) () Sun2:30 pm Paul Wright Q =

="

Macintosh HD

=N

BOOTCAMP

Microsoft Remote Desktop

0.5%.T a

2 o)) (43 Sun2:30 pm Paul Wright Q =

Macintosh HD

=N

Click New.



7)

& Microsoft Remote Desktop File Window Help m o -

2 o)) (%) Sun2:31pm Paul Wright Q =

00/ % © ® -

Macintosh HD

‘ BOOTCAMP

Connection name  Portland Remote
PCname 10.10.2.40
Gateway ~ No gateway configured ™
Credentials

2015-0...0.33 pm
Username  BREWSTERWALSHwsermame :

Resolution  Native
Colors  Highest Quality (32 bit) B
Full screen mode  OS X native B

Start session in full screen i
Scale content
Use all monitors.

MO=AE20oa AROON 0=T Am§

Give the connection a Name E.G Portland Remote.
Input the Server Address, Portland =10.10.2.40 Hamilton =10.10.3.30

Input your username BREWSTERWALSH\username
Input your Password and Click Close

8)

To Connect

@ Microsoft Remote Desktop File Window Help ‘ = o) (%) Sun2:32pm Paul Wright Q =
Microsoft Remote Desktop Connect VPN (PPTP) q

0o/, & © = e

v Default
New St Edt  Proforoncos  Romoto Rosourcos  Azuro RomoteApp

g ‘Show Time Connected Macintosh HD
@ ) v Show Status While Connecting

v My Desktops Open Network Preferences... a

Portland Remote
User name: BREWSTERWALSH\Wwsername BOOTCAMP

CCELLELEETI Y Gele 0= T Amy

Click on the Icon, as shown on the Drop Down and Click Connect to VPN, once connected, Open
Remote Desktop as show, and double click your Remote Server e.g Portland & Hamilton.
PLEASE REMEMBER TO DISCONNECT THE VPN FROM THE DROP DOWN WHEN FINISHED.



